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86
87
88
89 Information technology (“IT”) systems owned and/or operated by the Transylvania County

90 Board of Education (the “Board”) support the educational and administrative functions of the
91  school district and include computers, networks, and other technological resources. Because
92  employees and students depend on these systems to assist with teaching and learning, and

93  because sensitive and confidential information may be stored on these systems, IT integrity and
94  security are of utmost importance.

95
% A. NETWORK AND INFORMATION SECURITY
97
98 The school district’s IT systems are valuable assets that gfiust bgyprotected. To this end,
99 IT personnel shall evaluate each IT asset and assign pratective controls that are
100 commensurate with the established value of such assets. “Appropriate security measures
101 must be in place to protect all IT assets from acefdental or unauthorized use, theft,
102 modification, or destruction and to prevent thé unauthorized disclosure of restricted
103 information. Network security measures gnust.incltde an JT system disaster recovery
104 process. Audits of security measures must be cenducted’annually.
105
106 All personnel shall ensure the protectiomand secuxity of IT assets that are under their
107 control.
108
109 B. SECURITY AWARENESS
110
111 The Superintendent’oridesignee shall provide employees with information to enhance
112 awareness regarding technelogy,security threats and to educate them about appropriate
113 safeguards, network securityiand information security.
114
115 C. VIRUS PROTECTION
116
117 Virus detection programs and practices must be implemented throughout the school
118 district. The Superintendent or designee is responsible for ensuring that the school
119 district network includes current software to prevent the introduction or propagation of
120 computer viruses.
121
122 D. TRAINING FOR USE OF TECHNOLOGICAL RESOURCES
123
124 Users should be trained as necessary to effectively use technological resources. Such
125 training should include information related to remote access, virus protection, the student
126 information sysem, network and information security, and other topics deemed necessary
127 by the Superintendent or designee. Each school should identify any staff development
128 appropriations for technological training in its school improvement plan. The
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Superintendent or designee should assist schools in coordinating staff development

needs.
E. ACCESS TO INFORMATION TECHNOLOGY SYSTEMS
1. User ID and Password

All users of IT systems must be properly identified and authenticated before being
allowed to access such systems. The combination of a unique user identification
and a valid password is the minimum requirement for granting access to IT
systems. Depending on the operating environment, information involved, and
exposure risks, additional or more stringent security practices may be required as
determined by the Superintendent or designee. The Superintendent or designee
shall establish password management capabilities and progedures to ensure the
security of passwords.

2. The Student Information System

The Superintendent or designee shall ensure thatany school district computers
utilizing the student information system pursuant to State Board of Education
policy adhere to applicable security requirements, including those related to user
identification, password, angd workstation security standards. Employees must
follow such standard§yfor all'computers used to access the student information
system, includingsthe emiployee’s personal computer.

3. Remote AccCess

The Sdperintendent apdesignee may grant remote access to authorized users of
the school distriet’sAT systems and shall ensure that such access is provided
through seeure, authenticated, and carefully managed access methods.

Legal References: N. C. Gen. Stat. § 115C-523, -524; State Board of Education Policy TCS-C-
018
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